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Abstract 

This guide describes how to securely update application firmware via the MAX32663 Secure 

Bootloader and a Python host. The protocol details for the MAX32663 Secure Bootloader can be 

found in the MAX32663 Secure Bootloader User's Guide. 
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Introduction 

The MAX32663 Secure Bootloader provides an I2C interface that facilitates the transfer of a 

keyed and encrypted firmware image from an I2C host to the internal flash. This document 

describes one method of using this interface to securely program a firmware image using the 

MAX32630FTHR and Python-based software running on a Windows PC Host. 

 

MAX32630FTHR 

The I2C bootloader interface on the MAX32663 can be mastered by any host I2C-capable micro 

and user firmware. The bootloader protocol is detailed in the MAX32663 Secure Bootloader 

User's Guide. However, for development and production, it is desirable that the preprogrammed 

MAX32630FTHR is included in the MAX30003WING2# evaluation kit. 

 

The MAX32630FTHR contained in the MAX30003WING2# evaluation kit is used to program the 

MAX32663 on the kit's main PCB. The MAX32630FTHR can be removed from the main PCB and 

wired directly to the user's product. Note that the MAX32630FTHR is referenced to VDD = 3.3V. 

Targets referenced differently require voltage translation. 
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MAX32630FTHR I2C Pin Connections 

The MAX32630FTHR is connected to the target system as follows: 

MAX32630FTHR PIN SIGNAL NAME MAX32663 PIN 

J3.11 SCL 24 

J3.12 SDA 23 

J2.16 GND 7 and 10 

The target system must supply the power and not the MAX32630FTHR. 

Host Software 

The host software uses Python. Several software prerequisites are required to run the Python 

script on Windows  

Use the following steps to download and install Microsoft Visual C++ Runtime: 

1. Visit the download link here. Click Download.

https://www.microsoft.com/en-us/download/details.aspx?id=40784
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2. Select vcredist_x86.exe. Select Next.

3. Download and run the setup file.

4. Read and click to agree to the terms. Select Install.
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5. Close the installation application.

Installing the OpenSSL Library 

Use the following steps to download and install the OpenSSL Library: 

1. Visit the OpenSSL downloads page here.

2. Select Win32 OpenSSL v1.1.10L Light.

https://slproweb.com/products/Win32OpenSSL.html
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3. Download and run the installer.

4. Read and click to agree to the terms. Select Next.

5. Leave the destination location default. Click Next.
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6. Leave The Windows system directory. Click Next.

7. Click Install.
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8. Click Finish when the installation is complete.
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Installing Python 

Use the following steps to download and install Python: 

1. Download and install Python 2.7.13 here.

2. Install pip and add python to the path during installation.

3. Type DOS in the Windows search box and select the Command Prompt.

4. Add the Python components by typing the following in the DOS prompt:

https://www.python.org/downloads/release/python-2713/
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a. pip install PySerial>=2.7

b. pip install colorama>=0.3.3

c. pip install enum34>=1.1.6

In-Application Programming with Python 

The bootloader requires a specific firmware image, which is provided and signed by the algorithm 

vendor. The signed firmware images have an msbl file extension. The msbl file is found along 

with other supporting software, including the download_fw_over_host.py python script, on the 

MAX32663 product page on the Design Resources tab. 

Use the following steps to flash the application to the MAX32663: 

Enter the following commands in the command prompt or in the PowerShell window, replacing 
COMxx with the COM port of the connected MAX32630FTHR. Replace FIRMWARE with the 
name of the encrypted firmware file provided by the algorithm vendor. 

python ./download_fw_over_host.py -f "FIRMWARE.msbl" -p "COMxx" -d 2 

The COM port of the MAX32630FTHR is found by examining the Ports (COM & LPT) while hot 
plugging the MAX32630FTHR's USB connection to the host Windows PC. For example,  the USB 
Serial Device (COM4) in the following image disappears when the MAX32630FTHR is 
disconnected from the PC and reappears when it is reconnected. The COM port number, four in 
this case, is likely to be different on each machine. 
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Trademarks List 

Microsoft is a registered trademark and registered service mark of Microsoft Corporation. 

Windows is a registered trademark and registered service mark of Microsoft Corporation. 
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